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History of deception
• 1986 - Clifford Stoll uses lures to keep a hacker occupied

• 1991 - Bill Cheswick traps and studies a hacker in a “chroot jail”

• 1997 - Fred Cohen’s releases Deception Toolkit v0.1

• 1998 - Development of CyberCop Sting and NetFacade

• 2002 - Solaris honeypot detect a dtspcd zero day exploits

…

• 2018 - MDI (Azure ATP) was released including honeytokens

• 2024 - Defender XDR Deception

• 2024 - MSFT uses “Honey Tenants” to detect and block phishers



Honeytokens in

Defender for Identity



Honeytokens in MDI

• Tag users, devices and groups as honeytoken

• Any activity with this account will trigger an alert

• Must be manually created and maintained

• Fine tuning and alert suppression required

• Honeytoken authentication activity

• Honeytoken user attributes modified

• Honeytoken group membership changed

• Honeytoken was queried via LDAP

• Honeytoken was queried via SAM-R
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Best practices

• If possible, re-use an existing account

• Change the name to something realistic

• Privileges are important but must be contained

• Always use long and complex passwords

• Use default usernames based on your environment

• https://github.com/danielmiessler/SecLists



Deception in XDR



Deception in XDR

• “Advanced features” in Defender for Endpoint

• Basic lures

• Limited to documents, lnk files, and hosts files

• Advanced lures

• Cached credentials in LSASS

• Inject LDAP responses of .NET applications



Deception in XDR

• Scoped based on device tags

• Decoy users and hosts

• Automatically generated

• Manual definition

• Lures

• Automatically generated

• Manual upload of files

• Limited to 10 MB and no DLL or EXE files
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Gotchas and requirements

• Devices must be (hybrid-) joined to Entra ID

• PowerShell must be in non-restricted & non-constrained mode

• Defender must be in active mode

• Windows 10+ required

• Limited to 10 deception rules at a time

• If you add a tag to device it might not receive the deception 

rule

• Better use a new tag and add it to the configuration



Gotchas and requirements

• You cannot change a lures but must replace it

• Watch the deployment status column closely

• You cannot use PUBLIC_USER_DIRECTORY, 

WINDOWS_DIRECTORY or PUBLIC_USER_DIRECTORY variables

• No (easy) way to redeploy existing deception rules



Troubleshooting using KQL

https://gist.github.com/f-bader/5d949fad90d700feac6ed2bf43d8092f Initial Idea by: Dylan Tenebruso



Other Tools and ideas



Honeypot subscription
• Azure subscription with Contributor role for everyone

• Compromised accounts might try to deploy resources

• Important

• Forward Azure Activity Logs to Sentinel

• Use an Azure Policy to Deny any action to mitigate impact

• Monitor for any action taken on this subscription

• Possible benign positives

• Enforcement of other Azure policies on tenant root group

• Exclude those Managed Identities
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{
"properties": {
"displayName": "Deny EVERYTHING",
"policyType": "Custom",
"mode": "All",
"description": "As the name implies, this will deny EVERYTHING.",
"version": "1.0.0",
"parameters": {},
"policyRule": {
"if": {
"field": "type",
"like": "*"

},
"then": {
"effect": "deny"

}
},
"versions": [
"1.0.0"

]
}

}



SSH Honeypot
• Choose the „right“ SSH honeypot for you

• e.g. sshesame

• Use Port 22 for your honeypot

• Protect your real SSH with Tailscale

• Forward JSON logs to Sentinel

• Have fun and learn

• Full documentation will be released in July @ cloudbrothers.info



Demo



Certiception
• Released by SRLabs Red Team

• Run a vulnerable AD CA

• Block all certificate requests with the TameMyCerts policy module

• Alert any issuance through Sentinel event forwarding



Thinkst Canarytoken (Free and paid)
• Free @ https://canarytokens.org

• Create canaries (lures) & place them in your environment

• Get alerted when they get triggered

• Supports webhooks

• Use Logic Apps / Azure Function to forward to Sentinel

• Even better together with XDR lures

https://attackthesoc.com/posts/stacking-your-deception/









A word of caution

• Content Plausibility

• Is the “manual” something that fits the company

• Metadata Analysis

• Last Logon Timestamp

• Password Last Set

• Attribute Completeness

• Permissions and Group Memberships

• Excessive Permissions

• Minimal Group Membership



Fun stuff to read and watch
• Examining the Deception infrastructure in place behind 

code.microsoft.com

• The Art of the Honeypot Account: Making the Unusual Look 

Normal

• Turning The Tables: Using Cyber Deception To Hunt Phishers At 

Scale - Ross Bevington

https://techcommunity.microsoft.com/blog/microsoftsentinelblog/examining-the-deception-infrastructure-in-place-behind-code-microsoft-com/4124464
https://techcommunity.microsoft.com/blog/microsoftsentinelblog/examining-the-deception-infrastructure-in-place-behind-code-microsoft-com/4124464
https://www.hub.trimarcsecurity.com/post/the-art-of-the-honeypot-account-making-the-unusual-look-normal
https://www.hub.trimarcsecurity.com/post/the-art-of-the-honeypot-account-making-the-unusual-look-normal
https://www.youtube.com/watch?v=78qnM_ZzpNc
https://www.youtube.com/watch?v=78qnM_ZzpNc


Fun stuff to read and watch



THANK YOU
Are there any questions?

Please evaluate this session in the App. 



Next session 14:00 - 14:50

Exploring and Preventing Attack Paths with 

Defender for Cloud CSPM
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